3GPP TSG SA WG3 (Security) Meeting #95
S3-191190
6-10 May 2019, Reno, Nevada (USA)


Source:
Philips
Title:
New solution to key issue 5 in TR 33.814 (FS_eLCS_Sec): UE faking/altering location measurements
Document for:
Approval

Agenda Item:
8.12
1
Decision/action requested

It is requested that proposed changes to TR 33.814 are approved.
2
References

3
Rationale

Certain types of location services require a UE to perform measurements and report these to the network so the location of the UE can be determined by the network. A UE can report forged measurements in order to appear somewhere else to the network than it actually is.
4
Detailed proposal

*** BEGIN CHANGES ***
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6.Y
Solution #Y: Coordinated eNodeB measurements
6.Y.1
Introduction

This solution addresses following key issue:

(1)
Key issue #5: UE faking/altering location measurements.

OTDOA

OTDOA (Observed Time Difference Of Arrival, see [X]) is a positioning feature. It is a multilateration method in which the UE measures the time difference between some specific signals, Positioning Reference Signals – PRSs, from several eNodeBs and reports these time differences to a specific device in the network, the location server (the Evolved Serving Mobile Location Center – E-SMLC). Based on these time differences and knowledge of the locations of the eNodeBs, the E-SMLC calculates the UEs' position.
By adjusting the reported time from the measured time difference per eNodeB, the UE can appear closer to or further away from an eNodeB than it actually is. Because this measurement is on an eNodeB per eNodeB basis, the EU can make itself appear anywhere it wants in an area between eNodeBs.
Enhanced Cell ID – timing advance
Enhanced Cell ID, E-CellID, or E-CID is another positioning feature. For several serving cells, the UE reports to the network (through the serving cell or eNodeB to the location server, the Evolved Serving Mobile Location Center – E-SMLC) the serving cell ID and the timing advance (difference between its transmit and receive time) with the serving cell. The ESMLC estimates the UE position based on this information and its knowledge of the cells positions.
A UE that wants to appear at a different distance from an eNodeB can start its transmission earlier than it is supposed to by the frequency – time grid and the timing advance value it received from the eNodeB when it wants to appear closer to the eNodeB or start transmitting later than it is supposed to when it wants to appear further away from the eNodeB than it is in reality. Because this measurement is on an eNodeB per eNodeB basis, the EU can make itself appear anywhere it wants in an area between eNodeBs.
Enhanced Cell ID – reported transmit power
A UE may also report the transmit power it used to the E-SMLC through the eNodeB. The eNodeB measures the received signal strength of this message and reports this to the E-SMLC. The E-SMLC uses these two values to estimate the distance between the UE and the eNodeB.
A UE can decrease its reported transmit power (so not its real transmit power) to appear closer to the eNodeB than it actually is or increase its reported transmit power to appear further away from the eNodeB.
6.Y.2
Solution details

The problem with the existing methods is that they are done on an eNodeB to eNodeB basis. E.g. when a UE is right in the middle between eNodeB A and eNodeB B, but it wants to appear at 25% from A and 75% from B, it reports a transmit power of 25% (0.52)of the transmit power used to eNodeB A and it reports a transmit power used of 225% (1.52) to eNodeB B.
As a second example where the UE uses a different timing advance to appear at 25% to A instead of in the middle between A and B, the UE transmits its report to A earlier than it should, so A thinks the UE is closer and the UE transmits its report to B later than it should, so B thinks the UE is further away.
The proposed solution is that multiple eNodeBs synchronise their time-frequency grids such that they have the same reception window available for the OTDOA or E-CID reports of UEs. All of these synchronised eNodeBs receive the OTDOA or E-CID reports of a UE sent to a particular eNodeB and measure the reception time and/or received signal strength of these reports, depending on the localization method used.
In the example above where an UE wants to appear at 25% from eNodeB A and 75% from eNodeB by adjusting its reported transmit power, B will measure the same received signal strength as A for the message with which the UE reports to A. Similarly, A will measure the same received signal strength as B for the message with which the UE reports to B. Therefore, the ESMLC can detect discrepancies between eNodeB measurements and reported values and detect that a UE is trying to fake its location.
In the example above where an UE wants to appear at 25% from eNodeB A and 75% from eNodeB by adjusting its timing advance, B will measure the same reception time as A for the message with which the UE reports to A. Similarly, A will measure the same reception time as B for the message with which the UE reports to B. Therefore, the ESMLC can detect discrepancies between eNodeB measurements and reported values and detect that a UE is trying to fake its location.
6.Y.3
Evaluation

Editor's Note: The evaluation is FFS.
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